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WORKPLACE CYBERHARASSMENT:
EMPLOYER AND WEBSITE OPERATOR LIABILITY
FOR
ONLINE MISCONDUCT

by

John Paul”

I. INTRODUCTION

Harassment is a serious problem in the United States
(U.S.) workplace. One widespread definition of workplace
harassment is “repeated and persistent attempts by one person
to torment, wear down, frustrate or get a reaction from another.
It is treatment which persistently provokes, pressures,
frightens, intimidates or otherwise discomforts another
person.” While workplace harassment may be immoral and
unprofessional, it is not universally illegal in the U.S.
workplace for employers to insult, humiliate, ignore or mock
employees; furthermore, it is not illegal to gossip, spread
rumors or take credit for someone else’s work. Unfortunately,
these types of workplace harassment take place with distressing
frequency.?

Several recent studies confirm the seriousness of
workplace harassment in the U.S. A March 2007 survey of
1,000 U.S. employees conducted by the Employment Law
Alliance revealed that 45 percent of respondents reported
working for abusive bosses. A September 2007 poll sponsored
by the Workplace Bullying Institute (consisting of 7,740 online

*Clinical Assistant Professor of Accounting/Legal Studies and Taxation,
Lubin School of Business, Pace University, New York, NY
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interviews) estimated that 37 percent of U.S. workers (about 54
million people), would report being bullied in the workplace.
In a 2008 study conducted by the Society for Human Resource
Management and the Ethics Resource Center, 57 percent of the
513 participants reported that they had witnessed “abusive or
intimidating behavior toward employees,” excluding sexual
harassment (Daniel 2009).3

Workplace bullies can be identified by a number of
characteristics: (1) frequent misuse of authority; (2) focus on
personal self-interest, as opposed to the good of the
organization; (3) inconsistency and unfairness in the treatment
of employees; and (4) prone to emotional outbursts. Bullies
engage in actions that are perceived as being overwhelmingly
negative. These negative actions include: (A) a need for
control,  exploitation, intimidation,  humiliation  and
embarrassment; (B) a failure to communicate, manipulation
and engaging in a pattern of obstructive behavior over time;
(C) ostracizing and ignoring employees; and (D) gossiping or
spreading rumors about their targets.”

The effects of workplace harassment include: (i)
depression; (ii) post-traumatic stress disorder; (iii) prolonged-
duress stress disorder; (iv) alcohol abuse; and (v) suicide.
Workplace bullying is a risk factor for maintaining mental
health. The effects of workplace harassment may lead to
adverse interpersonal and familial consequences; moreover, the
effects are not just limited to the targets of harassment but also
impact witnesses to bullying who experience mental stress.’
The demoralization harassment victims suffer can create toxic
working environments and impair organizational productivity.®

Traditionally, workplace harassment has occurred
through face-to-face verbal and physical acts in the workplace
environment.” The traditional notion of the workplace
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environment continues to expand with changing technology,
which allows employees to stay connected to the workplace
environment at locations outside the four walls of the office.®
These technological advances have also expanded the media
through which individuals may harass others.® With the rise in
the popularity of social media,*® harassment has moved beyond
the physical boundaries of the workplace to the virtual
workplace.™

The rise of workplace harassment in cyberspace is one
of the most recent examples of the increasing complexity of
this phenomenon. Workplace harassment law has not kept up
with this evolution. It has not been adequately updated to
address the new and amplified practices of workplace
discrimination. The two principal limitations of the current law
are: (1) treats only workplace harassment that occurs in certain
protected settings, such as the physical workplace or school
setting, as actionable; and (2) assumes that both the act and
resulting harm of workplace harassment occur in the same
protected setting. These two limitations make the current
workplace harassment law unable to address harassment that
occurs completely or partially outside of the traditionally
protected settings.

In Faragher v. City of Boca Raton'®and Burlington
Industries, Inc. v. Ellerth,* the U.S. Supreme Court recognized
that employers are liable under Title VII of the 1964 Civil
Rights Act for harassment that is sufficiently severe or
pervasive to alter the employee’s workplace environment. The
rise in digital media, however, has created a new medium
through which harassment occurs and the courts are just
beginning to deal with the issue of whether to consider digital
media harassment as part of the totality of the circumstances of
a hostile workplace claim.*
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This article argues for a multiple-setting approach to
dealing with cyberharassment with liability extending to
website operators. Furthermore, this article argues that the
courts should examine whether the employer has derived a
substantial benefit from the digital media forum in order to
consider whether this digital media forum is an extension of the
employee’s workplace environment. These frameworks: (1) are
consistent with the traditional workplace harassment analysis
under Title VII; (2) recognize the evolving technology in the
modern workplace; and (3) provide employers with guidance
on how to maintain an affirmative defense to workplace
harassment allegations in the digital media age.®

Il. THE MULTIPLE-SETTING APPROACH TO
WORKPLACE HARASSMENT

Workplace cyberharassment causes much harm: victims
have committed suicide, lost jobs, dropped out of school and
decreased their participation in employment, educational and
recreational activities.*’

While cyberharassment creates harm that is equal to or
even more severe than harassment that occurs in traditionally
protected spaces, there is no clear legal concept of or remedy
for cyberharassment. Certain settings are protected under
traditional harassment law: workplaces under Title VI, schools
in Title IX and to a lesser extent homes via the Fair Housing
Act and prisons via the Eighth Amendment. Current law
requires that the harassment and the effects of that harassment
occur in the same protected setting. While courts have
sometimes expanded the concept of protected settings by
recognizing that the workplace is not limited to physical
location but the relationships that constitute the employment
setting, even the most expansive legal view of protected
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settings leaves cyberharassment outside the purview of
harassment law.®

The fact that workplace harassment doctrine has
developed around a list of single, protected settings means that
it does not provide a remedy for harassment that occurs in one
setting and produces consequences in another. Thus, if an
employee is harassed at her/his workplace by a co-worker,
manager or even a visitor in a way that significantly interferes
with her/his ability to function there, s/he has a claim; if s/he is
harassed by an anonymous stranger on an Internet message
board with the same effects, s/he does not. The single concept
of workplace harassment is ill-suited for the realities of the
Internet age, where harassment occurring in virtual settings can
have severe effects in traditionally protected employment and
educational spaces.™

Recently, the courts have begun to adopt a more
expansive concept of workplace and school harassment that
includes cyberharassment.”

In Blakely v. Continental Airlines, Inc., the New Jersey
Supreme Court held that an airline could be liable for the
harassment that occurred on an electronic bulletin board used
by the pilots of that airline.?* The court held that just because
the electronic bulletin board was located outside of the
workplace doesn’t mean that the employer may not have a duty
to correct off-site harassment by co-workers as conduct that
takes place outside of the workplace tends to permeate the
workplace.?

In J.S. ex rel. H.S. v. Bethlehem Area School District,?®
students created a website where they posted comments about
their teacher such as “F—k you, Mrs. Fulmer. You are a Bitch.
You are a Stupid Bitch,” and “Why Should She Die.”?* On
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another website, there was a sketch of Mrs. Fulmer with her
head cut off and blood dripping from her neck.? When Mrs.
Fulmer saw these websites, she was unable to complete the
school year and took a medical leave of absence for the
following year. She testified that she suffers physically and
emotionally as a result of what the students wrote about her on
those websites. The Supreme Court of Pennsylvania held that
this type of substantial disruptive effect justifies control of
student speech and that the student’s website containing the
threatening comments about the teacher has a sufficient nexus
to the school to be considered on-campus.?

One possible interpretation of these cases is that the
courts recognize that workplaces and schools, especially in an
increasingly virtual world, are not just physical locations.
Workplaces and schools tend to be “sets of social relations of
power and privilege, which may or may not have a distinct
geographical nexus.”?’ This developing approach provides a
reasonably sound way of dealing with harassment cases in
which the harassment occurs “off-site” but produces effects in
a protected workplace or school setting and is committed by
individuals with some relationship to the protected setting.?

Of course, this multiple-setting approach could be seen
as being unfair to employers in numerous cases. Should
employers be held liable for all off-site harassment cases just
because they may produce effects in the workplace and are
perpetrated by individuals with a connection the employer? If a
group of employees form their own blog to discuss work and
decide to make disparaging comments about a certain
employee, should the employer be liable if those comments
produce effects in the traditional workplace? There is a
possible affirmative defense that an employer in this situation
could raise.
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I11. THE EMPLOYER’S AFFIRMATIVE DEFENSE:
SUBSTANTIAL BENEFIT FROM
THE DIGITAL MEDIA FORUM

Currently, there is confusion and a scarcity of case law
regarding what role evidence of social media harassment
should have in a workplace harassment claim. The lack of clear
legal boundaries regarding online media encourages harassers
to engage in conduct they would have refrained from within the
physical walls of the workplace.?® Meanwhile, the increased
integration of social media within our personal and
professional lives makes it likely that the courts will be
confronting social media issues with increased frequency.*

To determine whether harassment over a social media
site may serve as evidence of a hostile work environment, the
courts should examine whether the employer derived a
substantial benefit from this social media site, thereby
categorizing the site as a digital extension of the employee’s
workplace environment.®* In these claims, social media
harassment should be examined under the totality of the
circumstances of a Title VII hostile work environment claim
for the purpose of determining employer liability.*?

Although the court in Blakely did not clearly define
what constitutes a “substantial benefit,” it provided several
examples of how social media may provide a benefit to an
employer.® First, employees’ access to company information
via social media is a benefit because it improves efficiency.**
Second, communication between employees via social media
promotes collaboration, spurs innovation and streamlines
operations, thereby providing a benefit by reducing costs.*
Third, the greater the number of current employees using social
media, the more likely it is that the employer is receiving a
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benefit.®® Al of these benefits reduce internal transaction
costs.*’

Based on the substantial benefits test, an employer
could be held liable for postings on a corporate Facebook page
since the employer benefits from increasing employee
communications, encouraging  product innovation or
streamlining operations.®® As the court in Blakely reasoned,
when the employer receives a substantial benefit from a social
media forum, such as a corporate Facebook page, the forum is
sufficiently integrated into the workplace so that it can be
characterized as an extension of the employer’s workplace
environment.*

On the other hand, an employer would not be held
liable for postings on an employee’s personal Facebook page.
In this case, the employer is probably not receiving any type of
economic or personal benefit from the employee’s personal
Facebook page; therefore the employer is not deriving a
substantial benefit.*> The employee’s personal Facebook page
cannot be properly characterized as an extension of the
workplace environment.

The substantial benefits analysis is consistent with
agency principles, which served as the basis of the U.S.
Supreme Court’s traditional analysis in hostile workplace
claims.** In both the Faragher and Ellerth cases, the U.S.
Supreme Court held employers liable for harassment by
supervisors and non-supervisors under the aided-in-agency
theory.*? Under this theory, the employer is liable because the
agency relationship between the employer and the employee
enables the employee’s harassment of others in the workplace.
Without the agency relationship, the harassment could not have
been committed.*
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The substantial benefit argument could serve as an
affirmative defense for an employer who is being sued for
workplace harassment on the basis of postings on a social
media forum. The employer would raise the defense that s/he
does not derive a substantial benefit from the social media
forum and therefore the postings on the social media are not an
extension of the workplace; therefore, the employer would not
be liable. In situations like this, if the employer is not liable for
these postings, which could adversely affect the workplace
environment, who would be? It could be the website operator
of the social media on which the harassing postings were
displayed.

IV. THE WEBSITE OPERATOR’S LIABILITY FOR
CYBERHARASSMENT

The anonymity of the Internet appears to bring out the
tendencies of certain users to mock and malign others in ways
they wouldn’t dream of implementing in a “real” or “offline”
environment.** Some might say that the best strategy of dealing
with the insulting behavior that occurs on the Internet is to just
ignore it. However, when the users attack individuals by name
with graphic, vicious insults that could interfere with the
victims’ livelihood or education, ignoring the problem is not a
viable solution. This type of cyberharassment could be
categorized as a form of workplace harassment since it could
adversely affect the way others view and treat the victim in the
workplace.*®

One of the more famous cases of cyberharassment
involved AutoAdmit.com, which was a largely unmoderated
message board where individuals could share information
about law schools, law school admissions, firms, and how to
succeed in law school.* In March 2005, Professor Brian Leiter
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wrote about AutoAdmit on his blog, Leiter Reports, noting the
rampant racism and sexism of AutoAdmit posters.*’ In March,
2007, the Washington Post highlighted the numerous racist,
sexist and obscene posts on AutoAdmit.*® There were posts
that included entire message threads devoted to ranking female
students’ bodies as well as discussing their alleged sexual
activities.*

In numerous cases, the personal information of these
students, such as their names, email addresses and instant
messenger screen names were disclosed. Furthermore, the
email addresses of their professors and former employers were
disclosed and site members were encouraged to email their
insults to these professors and former employers directly.>® A
number of women knew nothing about these threads until they
were informed of them by friends or through Google
searches.”® Some women contacted the AutoAdmit
administrators and requested that the offensive threads be
removed.®® An AutoAdmit administrator responded in an
AutoAdmit post by telling them “Do not contact me ... to
delete a thread.” He warned that if he kept receiving such
requests, he would post them on the message board for
everyone to see.>® In response to criticism, the AutoAdmit
administrators cited First Amendment arguments and claimed
that the women invited the attention by posting photographs on
social media sites such as Facebook and MySpace. In some
cases, the AutoAdmit administrators posted the women’s
complaints on the site, leading to threads calling the women
“bitches” and threats to punish them with rape, stalking and
other abuse.>*

Sites that thrive on gossip and personal insults, such as
AutoAdmit are numerous.> The comments sections of many
online newspapers and blogs are loaded with obscene abuse.>®
Social networking sites such as Facebook have become highly
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effective media outlets for vengeful individuals to attack ex-
lovers and there are numerous sites devoted to “revenge porn,”
which is defined generally as homemade porn uploaded by an
ex-lover after a particularly nasty breakup as a means of
humiliating that ex-lover.>

Revenge porn victims are starting to come forward to
describe the harms they have suffered, including psychological
damage, stalking and a loss of professional and educational
opportunities.®® Only now are we beginning to get a sense of
how large the problem of revenge porn is since more victims
are telling their stories. The fact that nonconsensual porn often
involves the Internet and social media, leads the legal system to
sometimes struggle to understand the mechanics of this type of
harassment and the devastation it can cause.>®

Cyberharassment is theoretically more responsive to
control than real-life harassment.®® A  number of
cyberharassment features that magnify the harm of harassment,
such as instance and permanence, also make this harassment
easier to regulate. Also, since much cyberharassment is
recorded and even date- and time-stamped, the evidentiary
problems that plague real-life harassment are usually not an
issue with cyberharassment.®* Furthermore, the website
operators are clearly identifiable agents of effective control
over sites where cyberharassment takes place; therefore, the
website operators can control the behavior of users on their
sites as effectively as employers and school administrators can
control individuals in their respective real-life environments.®

It is recommended that website operators should be
held liable for cyberharassment, since they are the agents with
effective control over the setting of the harassment.”® Like
employers and school administrators in Title VII and Title 1X
harassment cases, website operators have the most knowledge
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about the harassment. They know how vicious it is and whether
certain victims are harassed by multiple users; plus, they may
also have identifying information about the harassers.®
Futhermore, they have control over the users of their sites. Just
as employers can fire employees, restrict their behavior or eject
abusive customers, website operators can warn and even ban
users who engage in cyberharassment on their sites.® Finally,
as a public policy issue, it will encourage website operators to
create and enforce policies that will discourage
cyberharassment from occurring in the first place and the
prevention of harm is better than the mitigation of harm after it
occurs.®

In order to hold website operators liable for
cyberharassment, a change in the language of Section 230 of
the Communications Decency Act (CDA) would be needed.®’
Section 230(c)(1) states that “no provider or user of an
interactive computer service shall be treated as the publisher
or speaker of any information provided by another information
content provider.”®® This section of the CDA provides
immunity from liability to providers and users of interactive
websites who publish information by others.® Website
operators are immunized from the unlawful activities of third
parties. Given that cyberharassment perpetrators are often
anonymous, the victims of cyberharassment can bring no cause
of action because there is no party to hold accountable.™

The immunity provided to website operators is not
absolute.”* Section 230(e)(1) states: Nothing in this section
shall be construed to impair the enforcement of section 223 or
231 of this title, chapter 71 (relating to obscenity) or 110
(relating to sexual exploitation of children) of title 18, or any
other Federal criminal statute.”® Section 230(e)(2) states:
Nothing in this section shall be construed to limit or expand
any law pertaining to intellectual property. Sections 230(e)(1)
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and (e)(2) of the CDA provide exceptions for federal criminal
law and intellectual property law.”® The best way to remove the
obstacle of Section 230 for cyberharassment cases would be to
revise it to include express language on compliance with
federal anti-discrimination law. This amendment could include
a subsection explaining how website operators, as control
agents over message boards and sites, can be held liable for
harassment that produces effects in settings protected by
current anti-harassment law.”

Regulating cyberharassment in this way would provide
a much-needed remedy for a serious harm in addition to
providing the benefits of relatively low implementation costs,
low liberty costs”™ and a great deterrent.”® In order for the
website operator to avoid liability for cyberharassment
perpetrated by others on the website operator’s site, the website
operator would just have to remove the offending threads from
the site and ban the user who posted those threads. This remedy
has the virtue of efficiency.

IV. CONCLUSION

While workplace harassment has been a serious issue
for many years, the rise of workplace harassment in cyberspace
demonstrates the increasing complexity of this phenomenon.
Workplace harassment law has not kept up with the evolution
of online digital media. The current law treats only workplace
harassment that occurs in traditionally protected settings such
as the physical workplace or school environment and assumes
that the act and harm of workplace harassment both occur in
the same physical setting. As a result, the current law is unable
to address harassment that occurs outside of the traditionally
protected settings.
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Since cyberharassment creates harm that is equal to or
even more severe than real-life harassment, a clear legal
remedy for cyberharassment is greatly needed. The legal
system is beginning to realize that workplaces and schools are
not just physical locations but sets of social relations that may
or may not have a distinct geographical nexus. Updating
current workplace harassment law to include the multiple-
setting approach would allow the victims of cyberharassment
to seek proper redress for any harm they may have suffered.

To determine whether online harassment may serve as
evidence of a hostile work environment, the courts should
examine whether the employer derived a substantial benefit
from the online site, thereby categorizing this site as an online
extension of the employer’s workplace. If the employer derives
no substantial benefit from the site, then this would serve as an
affirmative defense for the employer.

In cases where the employer is not liable for
cyberharassment that can create serious harm in the workplace,
the website operators could be held liable for such harassment.
Since website operators are the agents with effective control
over cyberharassment, they should be held liable for allowing
such harassment to continue on their sites. The current law that
provides immunity to website operators of interactive websites
could be amended to provide a much-needed remedy to those
whose professional and educational opportunities have been
limited as a result of cyberharassment. Furthermore, since the
only action website operators must take in order to avoid
liability for cyberharassment is to remove the offending threads
and ban the creators of these threads from the site, the new
remedy for cyberharassment has the virtue of efficiency.
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on December 26, 1991. In the highly publicized
government takeover of Yukos and the arrest and initial
long-term imprisonment of Khodorkovsky for alleged
fraud, embezzlement, and evasion of personal income
taxes in October, 2003, it was alleged that the company
had underpaid prior years’ taxes of approximately $27.5
billion. The Russian Federation Ministry of Taxation
(Taxation Ministry) then confiscated Yukos’ primary
assets. The company suffered enormous losses and
sought bankruptcy protection. This paper discusses the
Yukos Oil Company takeover and the international
regime for dealing with bankruptcies, particularly, in
the form of insolvency reorganizations on a multi-
national basis. It concludes that the UNCITRAL Model
Law on Cross-Border Insolvency, adopted by the
United States, offers principles to foster cooperation
among the countries affected by the insolvency.

YUKOS TAKEOVER IN RUSSIA

Yukos, a Moscow-based joint stock company
organized under the laws of the Russian Federation,
issued shares tendered on the Russian stock exchange.
Yukos was a holding company that had some 200
subsidiaries organized under the diverse laws of the
Russian Federation, Cyprus, and the United Kingdom,
among others. Its shares were traded on various
European exchanges and on over-the-counter
exchanges in the United States in the form of American
Depository Receipts. Khodorkovsky was its president,
chief executive officer, and largest shareholder. Bruce
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K. Misamore (Misamore) was the chief financial and
principal accounting officer. The Taxation Ministry
determined that Yukos grossly underpaid its taxes for
2000 to 2003 tax years by taking advantage of Russia’s
preferential tax treatment through sales of oil to 17
affiliated trading companies within remote Federation
regions known as ZATOs (Zakrytye Adminsitrativno
Territorial’nye Obrazovaniia). The profits from the
sales were then returned to Yukos thereby taking
advantage of the substantially lower tax market-prices
sales. The companies were allegedly sham companies
used to avoid legitimate taxes on its sales and profits.
Yukos then reported earnings of $1.3 billion and net
profit of $850 million for the third quarter of 2002 and
a net profit of $988 million for the fourth quarter of
2002. It reported earnings of $3,058 billion for the year
allegedly using the United States Generally Accepted
Accounting Principles (GAAP). Due to the
government’s claim of false and fraudulent tax filings,
Yukos was assessed with underpayments of $27.5
billion that resulted in the Russian Federation’s
confiscation of Yukos’ primary assets and the
company’s financial downfall.*

The Political Background

It was alleged by plaintiffs in the securities
fraud action against Yukos that, although Yukos stated
in a press release that the company did not engage in
financing political parties, its CEO, Khodorkovsky, had
secretly met with Russian Federation president
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Vladimir Putin who promised not to prosecute Yukos
for alleged wrongdoing provided it and its principal
officers refrained from opposing Putin. When, in fact,
Khodorkovsky did oppose Putin and sought to have his
government dismissed, together with financing
opposition parties, the result therefrom was to cause the
demise of Yukos. Thus, Khodorkovsky was arrested in
October, 2003 for alleged fraud, embezzlement, and
evasion of personal income taxes. He was sentenced to
nine years in prison on May 20, 2005 but was pardoned
by President Putin on December 30, 2012. The
government then seized his 44% interest in Yukos as
security toward the $1 billion he allegedly personally
owed in taxes. It further claimed that, as a result of the
use of preferential tax treatment by Yukos through its
sham companies which received preferential tax
treatment, the sum of $3.4 billion was owed for the tax
year 2000 and $27.537 billion for the years 2001-2003.
Yukos then defaulted on a $1 billion loan from private
investors after the seizure of company’s assets,
including its main production facility and its bank
accounts containing billions of dollars.?

U.S. BANKRUPTCY COURT PROCEEDINGS
The Texas Filing

On December 14, 2004, Yukos commenced a voluntary
Chapter 11 bankruptcy proceeding in federal court in
Houston, Texas through its attorney and by Bruce K.
Misamore, its chief financial officer.® The management
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of Yukos authorized the filing of the petition. It
requested an injunction to stop the sale of company
assets by the Russian Federation. Although Yukos, the
debtor in the within proceeding, was an “open joint
stock company” organized under the laws of the
Russian Federation, it alleged that the Houston federal
court had jurisdiction based on the fact that its
subsidiary, Yukos USA, Inc., was a U.S. corporation
having been incorporated one day prior to the filing of
the bankruptcy petition, and which had $2 million in
funds in Texas. Its sole director was the said Bruce K.
Misamore. Additional grounds for the assertion of
jurisdiction were the holding of $6 million in trust by its
attorneys, and that its chief financial officer had a home
in Houston, Texas as well as in Moscow, Russian
Federation. Almost all of the affiliates and subsidiaries
of Yukos are Russian companies and almost all of the
assets thereof are in Russia. Nearly all of the some
100,000 employees resided in Russia. Investors, both
individual and institutional, included U.S. persons.

The company alleged that the tax assessment
was wrongfully assessed in violation of Russian law. It
sought to have the Texas court halt the Russian
government’s actions to enforce its tax claims, have the
financial flexibility to obtain loans superior to claims of
the Russian government, as well as to finance
operations, restructure tax debt and create a surviving
entity to seek redress against the Russian Federation
and other entities on behalf of shareholders, employees,
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and creditors.* The court did grant a temporary
injunction finding that there was substantial evidence of
irreparable injury to the plaintiff.> Although the court
found substantial evidence that the agencies of the
Russian government acted in a manner that would be
considered confiscatory under U.S. law by assessing
retroactive taxes in excess of Yukos’ total revenue for
the years 2001-2002, the court had to determine
whether the U.S. bankruptcy courts are the proper and
suitable forum for determining the needs of the debtor
and its creditors and equity security holders.°

In the proceeding, one of the creditors of Yukos
moved to dismiss the bankruptcy filing. Although the
court had initially granted the restraining order, the
motion was granted. The court addressed the following
issues in making its determination:

Jurisdiction:

The court, after discussing the constitutional and
statutory bases for the assertion of jurisdiction, noted
that the court may only determine actual cases or
controversies under U.S. Constitution, Art. I11, 82. The
said provision requires that parties initiating cases must
have standing to sue. Title 11, U.S.C. 8109(a) of the
Bankruptcy Code states that “only a person that resides
or has a domicile, a place of business, or property in the
United States, or a municipality, may be a debtor.” The
court determined that Yukos had no standing inasmuch
as it has no place of business or property in the U.S.
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The court acknowledged that having nominal amounts
of property in the U.S. as herein may confer jurisdiction
and, in fact, did so confer standing to be a debtor under
the Bankruptcy Code and subject matter jurisdiction.’

Forum non conveniens:

The court refused to decline jurisdiction based on the
doctrine inasmuch as Congress has statutorily granted
jurisdiction and venue upon the court in bankruptcy
cases and has the inherent power to control the
administration of the litigation that is before the court.’

Comity:

The court defined “comity” as the recognition which
one nation allows within its territory to the legislative,
executive, or judicial acts of another nation, having due
regard both to international duty and convenience, and
to the rights of its own citizens or of other persons who
are under the protection of its laws.® The court declined
to dismiss the petition on this ground, having found no
precedent for doing so but stated it may be considered
in connection with a determination of whether cause
exists for dismissal.*

Act of State Doctrine:

Under the act of state doctrine, a U.S. court should not
adjudicate the legality of an action of a sovereign state
within its own jurisdiction on the theory that every
sovereign state should respect the independence of
every other sovereign state and not judge actions done
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therein. Grievances resulting from such actions should
be addressed diplomatically between the affected states.
The court noted that, although as described below,
Congress has provided for a mechanism of coordinating
the insolvency laws of the U.S. and other jurisdictions,
nevertheless, no such mechanism for dispute resolution
has been provided where the foreign proceeding is not
an insolvency proceeding. In the within action, the
Russian government in fact has refused to accept
service of process and its actions may have risen to the
level of foreign policy that is left to the province of the
President of the U.S. Nevertheless, the court concluded
that the act of state doctrine did not form an
independent basis requiring dismissal of the bankruptcy
filing so as to prevent the court from evaluating the
efforts of Yukos to reorganize itself financially.

U.S Bankruptcy Code:

The court did conclude the petition should be dismissed
based on Section 1112(b) of the Bankruptcy Code that
provides a court may dismiss a petition or convert it to
a Chapter 7 liquidation proceeding for cause based on a
number of factors including inability to effectuate
substantial consummation of a confirmed plan. The
court determined that the Yukos reorganization plan is
not a financial reorganization inasmuch as most of its
assets are oil and gas within Russia. Without
cooperation of the Russian government, reorganization
would be extremely limited. The funds formulating the
basis for the claim of jurisdiction were deposited in
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U.S. banks less than a week prior to the filing of the
petition and were transferred to confer jurisdiction.
Yukos has attempted to substitute U.S. law as well as
European Convention law, arbitration, proceedings
before the European Court of Human Rights, and other
jurisdictions in place of Russian law. The court held
that no evidence has been presented that makes the U.S.
court uniquely qualified or more able to effectuate relief
than the other forums. Almost all of the financial and
business activity of Yukos occurred and continues to do
so in Russia which required participation of the Russian
government. Due to the size of its production of oil and
gas within Russia, the appropriate forum would be one
in which the Russian government participates therein.™*

The New York Filing

In this federal court action, In re Yukos Oil
Company Securities Litigation,*? the plaintiffs, who had
purchased securities between January 22, 2003 and
October 25, 2003, commenced a securities fraud action
under 810(b) of the Securities Exchange Act of 1934
against Yukos alleging that its outside auditor and
certain of its executives and controlling stockholders,
including Khodorkovsky, concealed the risk that the
Russian Federation would take adverse action against
the company by its failure to disclose its unlawful tax
evasion scheme and Khodorkovsky” political activity
that exposed the company to retribution by the
government. The specific allegations were the unlawful
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taking advantage of ZATO’s preferential tax treatment
by the sale of booked oil sales well below market prices
to 17 trading companies registered within ZATOs and
resold to customers at market prices claiming tax
benefits with the profits funneled to Yukos and
Khodorkovsky’s secret meetings with President Putin
with other oligarchs and his later denunciation of Putin.

Interestingly, the defendants who defended
against the motion to dismiss the reorganization
proceeding in Texas, now utilized similar arguments
made against to thwart the New York proceeding. Thus,
the defendants requested in their motion to dismiss the
lawsuit against them and requested the court to abstain
from holding them potentially liable based on three
theories: (1) the Act of State doctrine; (2) subject matter
jurisdiction was lacking as to two of the three
defendants; and (3) a failure to state a claim for either
primary violations of the securities laws or control
person liability.

Act of State Doctrine:

The defendants alleged that by adjudicating the dispute
it would require the court to inquire into the actions and
motives of the Russian government by its imposition of
confiscatory tax levies, penalties and interest on Yukos.
Using similar reasoning of the Texas court, the New
York court determined that the act of state doctrine
does not preclude it from deciding a case that
implicates the motives or justifications of a foreign
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state’s officials but rather applies when the outcome of
the case turns upon on the official action by a foreign
sovereign.™® The central question in the within dispute
is whether the defendants acted with fraudulent intent in
withholding information from potential investors. The
validity of the actions of the Russian Federation would
not be affected.

Subject Matter Jurisdiction:

The question herein is whether the U.S. courts may be
used concerning transactions that are essentially foreign
in nature. To make a determination, the court has to
consider whether the wrongful conduct occurred in the
U.S., i.e., when substantial acts in furtherance of the
fraud were committed in the U.S., and whether the
wrongful conduct had a substantial effect in the U.S. or
upon a U.S. citizen. The court found that all of the
defendants’ alleged misrepresentations emanated from
abroad. Although Yukos filed its 2002 Annual Report
with the SEC, its preparation was made abroad and
such single filing was not a substantial act in
furtherance of the alleged fraud. Additional alleged
conduct concerned a singular email to the plaintiff’s
sole shareholder to inform him of the release of Yukos’
financial results and personal appearances of Yukos’
executives but no showing of any misrepresentations
made at such appearances. Thus, the plaintiffs failed to
meet the conduct test. With respect to the effects test,
I.e., conduct abroad that caused a substantial effect
upon the U.S., there was no evidence of a sufficient
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nexus connecting the alleged fraud to U.S. exchanges
and investors. Thus, the court lacked subject matter
jurisdiction over claims on behalf of foreign
bondholders.**

Failure to State a Claim:
Under 810(b) of the Exchange Act and Rule 10b-5, it is

unlawful to “use or employ, in connection with the
purchase or sale of any security...any manipulative or
deceptive device or contrivance in contravention of
such rules and regulations as the [SEC] may proscribe.”
To state a claim, the plaintiff must plead that the
defendant: “1) made misstatements or omissions of
material fact; (2) with scienter; (3) in connection with
the purchase or sale of securities; (4) upon which the
plaintiff relied; and (5) that plaintiffs’ reliance was the
proximate cause of their injury.” In addition, under the
Private Securities Litigation Reform Act (PSLRA),*
there are heightened requirements of pleading as found
in Rule 9(b) which requires that the circumstances
constituting fraud must be stated with particularity, i.e.,
the allegations must “(1) specify the statements that the
plaintiff contends were fraudulent, (2) identify the
speaker, (3) state where and when the statements were
made, and (4) explain why the statements were
fraudulent.”® In essence, the court, after reviewing the
detailed allegations of the alleged false statements and
omissions, concluded that the plaintiffs failed to meet
the pleading standards of Rule 9(b).
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The Yukos case leads us to a discussion of
UNCITRAL.s Model Law on Cross-Border Insolvency
and its U.S. adoption under the provisions of Article 15
of the Bankruptcy Code.

UNCITRAL AND ARTICLE 15 OF THE
BANKRUPTCY CODE

Introduction

Most large business enterprises are
multinational in scope, often becoming anational
through use of subsidiaries and employing senior
executives from diverse areas of the globe. This is true
even of newly emerging economies such as China
which has undergone unparalleled expansion especially
in its quest for energy and mineral resources. As in all
such enterprises, companies may expand beyond their
ability to attract investors, capital, and customers thus
leading to insolvencies requiring reorganization or
outright liquidation. The problem arises, however, that
with the multiplicity of jurisdictions, accompanied by
often conflicting national rules and regulations, how to
resolve the inevitable dissolution of failing enterprises.
The United Nations Commission on International Trade
Law’s (UNCITRAL) Model Law on Cross-Border
Insolvency with Guide to Enactment’’ and the
developments in this regard in U.S. law and that of the
European Union are pertinent to this situation.
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In the U.S., a new Chapter 15, “Ancillary and
Other Cross Border Cases” was added to the
Bankruptcy Code on April 20, 2005 by the Bankruptcy
Abuse Prevention and Consumer Protection Act of
2005.% It is the U.S. domestic adoption of the Model
Law on Cross-Border Insolvency promulgated by
UNCITRAL in 1997. It replaced § 304 of the
Bankruptcy Code.® Similar to a Chapter 11
proceeding, it seeks to facilitate the rescue of
financially troubled businesses in order to protect
investments and employees. It applies where assistance
is sought by a foreign court or a foreign representative
in a foreign proceeding. Thus, a Chapter 15 case is
ancillary to the foreign proceeding. Where the primary
or complex assets are located in the U.S., the
proceeding may be one under Chapter 7 (liquidation) or
Chapter 11 (reorganization).

The European Union’s regulation® on cross-
border insolvency adopted the provisions of
UNCITRAL under Articlel5. As amended, the
Regulation established a European framework for the
member states of the E.U. Its emphasis is on the center
of main interests conveying jurisdiction on the courts of
the member state that has primary jurisdiction which
the other member states are to grant recognition in
secondary proceedings initiated therein.
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UNCITRAL Model Law

The Model Law recognizes that confusion often
arises among states (countries) concerning how to
resolve issues arising out of insolvencies of companies
that are multinational in scope. Accordingly, the Model
Law’s main objective, while not creating substantive
law, is to provide effective mechanisms for states to
deal with cross-border insolvencies. Among the
countries that have adopted the Model Law in whole or
substantial part are the United States, Japan, and the
United Kingdom.?

Purpose of the Model Law:
The purpose of the Model Law as repeated almost

verbatim in §1501(a)(1-5) of the U.S. Bankruptcy Code
IS to provide effective mechanisms in cross-border
insolvency actions to promote the following objectives:

Cooperation between the courts and other competent
authorities of this State and foreign States involved in
cross-border insolvency. (81501(a)(1)(B) repeats the
Model Code language and adds “(A) cooperation
between courts of the United States, United States
trustees, examiners, debtors, and debtors in
possession”;

Greater legal certainty for trade and investment;

Fair and efficient administration of cross-border
insolvencies that protects the interests of all creditors
and other interested persons, including the debtor;
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e Protection and maximization of the value of the
debtor’s assets; and

e Facilitation of the rescue of financially troubled
businesses, thereby protecting investment and
preserving employment.?

The Model Law recognizes that there are
differences in national procedural laws and does not
attempt to promote substantive unification of insolvency
laws nor to critique judicial decisions or to instruct judges
on how to determine applications for recognition and
relief under State law. It modestly seeks to offer a general
guidance by pointing out procedural and substantive
issues a judge may wish to consider in making a ruling. %
While recognizing the differences among national laws, it
provides “foreign representatives”?* (persons
administering a foreign insolvency proceeding) with
access to the courts of states that have enacted the Model
Law; determination of whether a foreign insolvency
proceeding should be accorded recognition; provide a
transparent regime for foreign creditors to commence or
participate in an insolvency proceeding within that state,
permit cooperation among courts of the different
jurisdictions; and establish rules for coordination of
relief.?

Basic Principles of the Model Law:
The Model Law is based on four basic principles as set

forth in Articles 25-29.%°

Access principle: Article 25 of the Model Law provides
that the state court shall cooperate to the maximum extent
possible with the foreign court or foreign representative.
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The foreign representative is entitled commence a
proceeding under state law if the conditions of state law
are met.”” It further provides that the court is entitled to
communicate directly with, or to request information or
assistance directly from foreign courts or foreign
representatives. 81511 of the Bankruptcy Code permits a
recognized foreign representative to commence either an
involuntary or voluntary proceeding under §8301-303 if
the foreign proceeding is a foreign main proceeding. The
petition is to be accompanied by a certified order granting
recognition and that the court be advised of the foreign
representative’s intent to commence a case under this
section. §1525 states that the U.S. court is to cooperate
either directly or through the trustee and communicate
with the foreign court or representative subject to the
rights of a party in interest to notice and participation.

The issue arises whether the said foreign representative is
entitled to act under state law. It is left to the reviewing
court to make the determination based possibly on expert
evidence. UNCITRAL’s judicial interpretation indicates
that a judge may have to be satisfied that there is a foreign
proceeding in which recognition is sought, is collective in
nature, arose out of a law relating to insolvency, is under
the supervision of a foreign court, and the applicant is
authorized to administer the reorganization or liquidation
of the debtor’s assets or affairs.”®

Recognition principle: Article 17 of the Model Law states
that a foreign proceeding shall be recognized in a state
court if it is a “foreign proceeding” as defined under
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Article 2(a):*° the foreign representative as defined applies
for recognition; the application meets Article 15(2)
requirements, i.e., (a) either a certified copy of the
decision commencing the foreign proceeding and
appointment of the foreign representative, (b) a certificate
affirming such proceeding and appointment of
representative, or (c) other evidence so establishing such
proceeding and representative; and the application is
properly submitted. The foreign proceeding may be
recognized either as a “foreign main proceeding” (if it
takes place in a state where the debtor has the center of its
main interests); or a “foreign non-main proceeding”
(where the debtor’s has economic activity operations
outside its main center of interests).

Chapter 15, §8 1515-1517 of the Bankruptcy Code, sets
forth the conditions for recognition of the foreign
representative’s petition which repeats the above
requirements; provides that the court may presume
recognition when a decision, certificate, or other
documents from the foreign proceeding so indicates; and
grants an order of recognition after notice and hearing.

Relief principle: UNCITRAL Model Law Art. 218
provides for a variety of forms of relief once recognition
of a foreign proceeding has been granted: (1) interim
(urgent) relief consisting of a stay of the commencement
or continuation of individual actions or proceedings or
execution concerning the debtor’s assets, rights,
obligations, or liabilities as well as suspension of the right
to transfer, encumber, or otherwise dispose of the said
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assets; (2) provide for the examination of witnesses,
taking of evidence, or delivery of information concerning
the debtor’s assets, affairs, rights, obligations, or
liabilities; (3) entrust the administration of all or part of
the debtor’s assets located within the state to the foreign
representative or other designated person; and/or (4) grant
such other relief available under state law. 881519 and
1521 of the Bankruptcy Code are in accord.

Cooperation and coordination principle: Article 25 of the
Model Code obligates the courts of the host and foreign
states and foreign representatives to communicate and
cooperate with each other to the maximum extent possible
S0 as to ensure that the debtor’s insolvency is resolved
fairly and efficiently with maximum benefits to creditors.
Cooperation consists of appointment of a person or body
to act as the court directs; communication of information
by appropriate means; coordination of the administration
and supervision of the debtor’s assets and affairs; approval
or implementation of agreements concerning coordination
of proceedings as well as the concurrent proceedings of
the debtor.*® Bankruptcy Code §§1525-1527 repeat the
said forms of cooperation.

Scope of Application: The Model Law Chapter 1, Article
1, and Bankruptcy Code §1501(b)(1-4) state that cross-
border insolvency applies where assistance is sought in
the state (U.S.) by a foreign court or a foreign
representative in connection with a foreign proceeding; by
a foreign country in connection with a cross-border
insolvency; a concurrent proceeding foreign proceeding
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and the state where assistance is sought respecting the
same debtor; or by creditors or other interested persons in
a foreign country having an interest in commencing a
case or proceeding in the country where assistance is
sought. The Model Law leaves it to the host country to
decide which exclusions apply. Thus, the U.S. Code
excludes moneys or other securities required or permitted
under state insurance laws for the benefit of U.S. claim
holders; an entity subject to proceedings under the
Securities Investor Protection Act of 1970;% and certain
other proceedings.

Public Policy Exception: The Model Law provides that
“nothing in this Law prevents the court from refusing to
take an action governed by this Law if the action would be
manifestly contrary to the public policy of this State.”*?
The Bankruptcy Code repeats the provision in 81506 of
the Code and further provides that its provisions may not
conflict with an obligation of the U.S. arising out of any
treaty or other agreement.*®

Commencement and Recognition of Foreign Proceedings:
The ancillary proceeding commences by the filing of a
petition for recognition of a foreign proceeding.®* The
petition may be made by an appointed foreign
representative which petition is accompanied by a
certified copy of the decision of the foreign proceeding
appointing the representative, a certificate or other
evidence of the foreign court affirming the existence of
such foreign proceeding, and the identification of all
foreign proceedings respecting the debtor.® After notice



2015 / Yukos Oil Company / 40

and hearing, an order recognizing a foreign proceeding is
to be entered as a foreign main proceeding if it is taking
place where the debtor has the center of its interests or as
a foreign non-main proceeding if the debtor has an
establishment in the foreign state.*® Once recognition is
given by the U.S. court, there is an automatic stay and the
foreign representative may continue to operate the
debtor’s business in the ordinary course. The U.S. court
may authorize preliminary relief as permitted by the
Code.* If the foreign representative initiates a full
bankruptcy proceeding, then relief may be made
respecting only the debtor’s assets within the United
States.*®

Center of Main Interest (COMI): Recognition of the
foreign proceeding raises the question of whether the
foreign proceeding is a “foreign main proceeding” as
defined in Article 2(b) of the Model Law, “a foreign
proceeding taking place in the State where the debtor has
the centre of its main interest.” It is a crucial issue that
underlies the refusal of U.S. courts to give recognition to
Russian Federation proceedings in the Yukos actions in
the United States.

Cooperation with Foreign Courts and Representatives:
There are extensive provisions concerning cooperation
between the domestic court and the foreign court. The
provisions include cooperation with the foreign
representative or court (in the U.S. through the appointed
trustee) and communication directly with, or to request
information or assistance from, a foreign court or foreign
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representative, subject to the rights of a party in interest to
notice and participation.® The forms of cooperation may
be implemented by any appropriate means including:
appointment of a person or body, including an examiner,
to act at the direction of the court; Communication of
information by any means considered appropriate by the
court; coordination of the administration and supervision
of the debtor’s assets and affairs; approval or
implementation of agreements concerning the
coordination of proceedings; and coordination of
concurrent proceedings regarding the same debtor.*°

Relief upon Recognition: Both the Model Code and the
Bankruptcy Code provide the following relief upon
recognition of a foreign proceeding: staying the
commencement or continuation of an individual action or
proceeding concerning the debtor’s assets, rights,
obligations or liabilities to the extent that they have not
been stayed; staying execution against the debtor’s assets
to the extent they had not been previously stayed;
suspending the right to transfer, encumber, or otherwise
dispose of any assets of the debtor to the extent that they
had not been previously suspended; providing for the
examination of witnesses, the taking of evidence or the
delivery of information concerning the debtor’s assets,
affairs, rights, obligations or liabilities; entrusting the
administration or realization of all or part of the debtor’s
assets within the territorial jurisdiction of the (United
States) to the foreign representative or another person ,
including an examiner authorized by the court extending
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relief granted; and granting any additional relief that may
be available to a trustee.**

The grant of recognition by a domestic court to a foreign
main proceeding is binding upon all persons within its
jurisdiction. In In re Tembec Industries,*” the U.S. District
Court, in its Order Granting Jurisdiction, permanently
enjoined all old bondholders taking or continuing any act
to obtain possession of, or exercise control over, the
Debtor or any of its property that is located within the
territorial jurisdiction of the U.S. or any proceeds thereof;
(ii) transferring, relinquishing or disposing of any property
of the Debtor; and/or (iii) commencing or continuing any
action or legal proceeding.*

CONCLUSION

The Yukos case highlights the difficulties
presented in today’s global environment whereby
companies that experience financial difficulties are
compelled to engage in a multitude of legal proceedings
commencing in one country where it center of main
interest lies to other countries which are affected by the
companies and their subsidiaries. Often, in the past,
each country was concerned with its sovereignty which
thus precluded it from cooperating with other countries
affected by a particular company’s insolvency
proceeding. Thus, the United Nations in adopting the
Model Code has provided the bases and principles to
foster cooperation among the countries affected by the
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insolvency. The United States, in particular, has
adopted the Model Code almost in its entirety and has
put into place the mechanisms to assist other nations
adopting the Code to conduct and conclude such
proceedings.
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SOCIAL MEDIA: THE ATTORNEY’S BEST “FRIEND”
WHEN INVESTIGATING JURORS

by
Reginia Judge*

I. INTRODUCTION

We live in a technological age. The emergence of the
Internet, computers, tablets, and smart phones makes it easy to
obtain data. This advanced technology has its advantages. It
keeps us abreast with minute-by-minute updates in times of
disaster and allows us to check stock prices and make
immediate decisions on buying and selling. The use of
technology even helps us locate childhood friends and
classmates. Yes, having information available with the click of
a mouse has many benefits. Attorneys have long used
technology to enhance their practice of the law. Databases such
as Lexis and Westlaw have assisted them in conducting legal
research online. The Internet has also aided them in the
investigation of prospective jurors. This paper explores the use
of the Internet as a tool for investigating would-be jurors in an
attempt to solidify the right to an unbiased jury as well as part
of an attorney’s overall trial strategy.

I1. THE DEFENDANT’S RIGHT TO A FAIR TRIAL

The Due Process Clause of the Fifth and Fourteenth
Amendments of the United States Constitution require
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fundamental fairness in the prosecution of all crimes.*
Fundamental fairness necessitates that impartial juries hear and
render verdicts pursuant to the Sixth Amendment.? At the
center of this right is the guarantee that a jury's verdict will be
based only on evidence admitted at trial and will not be
motivated by outside influences.® “A potential juror, biased as
a result of online “evidence” that has not been scrutinized by
both sides ...or influenced by the status updates of friends on
Facebook, undermines the protections offered the defendant by
the Sixth Amendment.”*

The jury must consequently be composed of persons who
will fairly hear the evidence presented at trial, and base their
verdict solely on it and the relevant law.® It is therefore
imperative that a juror be an individual who is able to disregard
information or views perpetuated by the media, family and
friends. Most importantly, he or she must be fair and impartial
towards all parties to a lawsuit. Attorneys have begun to
ensure this right by using the Internet to investigate prospective
jurors.

I11. THE JURY SELECTION PROCESS

The selection of jurors is a very important element of
criminal trial procedure. Since they determine guilt or
innocence, a decision that could send an individual to prison
for life or sentence them to death, jurors must be selected with
the utmost care. In order to qualify to serve as a juror, one
must be a U.S. citizen, have residency in the summoning
county, be physically and mentally capable of serving, have no
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convictions for indictable offenses, be at least 18 years old, and
finally, be able to read and understand English.°

Often referred to as a civic duty, the jury selection process
begins with the receipt of a summons to appear on a specific
day and the completion of a questionnaire. The questionnaire
asks for information such as:

“Their occupation, if they have earned any degrees and
their areas of study, whether they belong to any clubs,
associations or civic groups, such as, the Kiwanis,
Rotary Club, Knights of Columbus, Veterans of
Foreign Wars, American Legion, American Civil
Liberties Union, National Rifle Association, League of
Women Voters or any other organization, if they or any
family member or close friend, ever applied to work or
actually worked in any area of law enforcement, if they,
or any family member, have been a member of any
group that lobbies or takes public positions on law
enforcement issues, or if they or a family member or
close friend have been a victim of a crime.”’

The goal of the questionnaire is to help the court determine
whether one can decide a case fairly. A number of the inquiries
found on it are based on the type of case that will be heard.
Some questions have been provided by counsels of record with
the prior approval from the presiding judge. Based on the
questionnaire responses that the lawyers receive prior to trial,
decisions can be made regarding whether to approve of a
potential juror according to what is learned before going to
court. If an attorney is undecided about a potential juror,
he/she may formulate follow-up questions they wish to ask
them in open court to help them come to a final decision.
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Additional decision-making may be derived from what is
learned during voir dire®. Questions asked may be based on
information learned about the prospective jurors via the
Internet. “... instead of relying on stereotypes and intuition to
vet jurors during voir dire, litigators may use the vast resources
available online to find information about potential jurors that
is unlikely to come out during the usual voir dire process.”® As
a juror provides information on the websites he/she frequents
or social networks he/she is a member of, the lawyer, armed
with a laptop, can do on- the- spot research to explore the
information found on these websites. A final decision can be
made as to whether to keep or excuse the juror based on the
information discovered in the few moments that the electronic
research was performed.

Traditional methods of juror investigation employed the use
of private detectives and jury consultants. These professionals
would often use databases that house public information such
as property-tax records. To gain insight into the juror’s habits
and lifestyle, they would also conduct interviews of neighbors
and acquaintances.'® This would yield basic background
information such as age, religion, employer, socioeconomic
and marital status, and political affiliation.'! Today, lawyers
are more technologically equipped to conduct their own
searches. The World Wide Web provides extensive resources
for learning about juror experiences and opinions with instant
access at minimal to no cost, and without extensive leg work.
Essentially, any website containing an individual’s name will
bring forth results. A site like Social Mention allows searching
of blogs, microblogs, networks and videos. In addition, it also
enables receipt of daily email of requested search terms.*
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Consequently, attorneys are better prepared for voir dire having
had the opportunity to develop targeted questions from
information obtained in advance that is designed to pinpoint
biased individuals.** They are also armed with the information
they need to dismiss those persons they believe would be
unsympathetic towards their client.

“The entire group summoned for service by the assignment
judge is called the jury panel.”* They are also referred to as
the venire, venireman or venire persons. A number of jurors
are randomly selected and sent to courtrooms for further
questioning. Upon arrival, the venire receives a brief
description of the case that they may be hearing and introduced
to the parties involved.

The trial court judge is charged with determining whether
potential jurors have formed opinions based on pretrial
publicity, or possess any bias that would prevent them from
impartially determining a defendant's guilt.*® This is
accomplished during the voir dire phase of the jury selection
process. In jurisdictions where attorneys are not allowed to
personally question jurors, they are provided the opportunity to
submit questions to the judge that are read for them, provided
that the judge approves of the questions. Depending on their
answers to questions posed, lawyers can excuse venire persons
from serving as a juror. Each lawyer possesses a limited
number of peremptory challenges to excuse a member of the
panel. Attorneys use peremptory challenges when it is
believed that a potential juror is prejudiced against their
clients.’” No explanation need accompany the reason for
utilizing the peremptory challenge. Defense counsel and
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prosecutors may use an unlimited number of challenges for
cause to excuse a venireman based on partiality or bias. Here,
for example, one can be excused if he/she knows a party to the
lawsuit, or believes that the defendant is guilty based on
information learned via pretrial publicity.

“Voir dire questions must be fashioned to elicit truthful
responses from the potential juror which provide counsel an
opportunity to ferret out hidden biases and exposure to the
details of the pending case.”*® The trial court is not required to
automatically exclude anyone who has heard about a case they
might be judging. It is sufficient if the juror can lay aside his
impression or opinion, and render a verdict based on the
evidence presented in court.® Inquiries may include whether
the prospective juror knows any of the witnesses that will
provide testimony. They might also be asked if they or close
friends or relatives were ever involved in a situation like the
one presented in the case they might be hearing. In high
profile cases, voir dire may contain questions about exposure to
pretrial publicity. Probes might include inquiries about the
sources of a possible juror’s news and information on current
events, how much television they watch, what stations they
frequent and what magazines and newspapers they read.

IV.WHY IS IT IMPORTANT FOR ATTORNEYS TO
USE THE INTERNET TO INVESTIGATE
PROSPECTIVE JURORS?

A. To Ensure that an Impartial, Unbiased Jury is
Impaneled
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Attorneys must be diligent about discovering would-be
jurors’ online habits. Therefore, our age requires that voir dire
include questions about the amount of time they spend on the
Internet, their level of use of social media, if they post videos,
whether they participate in chat rooms, or post on bulletin
boards or maintain a blog. “The Internet’s current national and
even international influence on information-gathering by the
public at large renders it a significant consideration when
choosing a jury.]”?° The aim of this exploration is to discover
material that will lead to further investigation of the venire.
“Voir dire questions regarding Internet use must be structured
to reveal information about venireman’s pre-existing opinions
about the case and any biases or prejudices they may hold.”**

A wealth of information can be gained by delving into the
online activities of possible jurors. Because voir dire questions
are asked in open court in the presence of the judge, counsel,
court personnel and others, potential jurors may be hesitant or
embarrassed to answer some questions truthfully.?? Social
science research indicates that jurors are typically more candid
in their online communications concerning their feelings and
opinions on a subject, than they are on questionnaires and
during voir dire.?® “...a user updating a post on Facebook or
Twitter or their personal blog, is likely to be more honest and
provide “unvarnished” opinions, attitudes or values than they
would feel comfortable expressing in a formal setting such as a
courtroom. The kinds of candid disclosures that would
preclude a potential juror from serving are more and more
likely to appear on social media.”®* This is why online
investigation of potential jurors is so very important. It is vital
that this type of information is ascertained before the use of
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peremptory challenges. For example, an attorney representing a
defendant who has been accused of animal cruelty may want to
use a peremptory challenge to excuse someone who constantly
expresses his love for animals on Facebook. This juror’s
affection for animals would probably cloud his or her
judgment. He or she would most likely be biased against
someone accused of hurting animals. If the case at bar
involves a products liability claim against a boat manufacturer,
one who posts numerous pictures of his boat that was made by
the same manufacture on Instagram, may be an ideal juror for
the defense. This is because said juror would most likely be
partial towards the manufacturer. He or she would associate
his or her boat with the manufacturer rather than the plaintiff’s.

The goal of these online searches is to uncover clues as to
potential prejudices that a venire person may possess. It is
therefore imperative to ask prospective jurors about the
websites they frequent, and whether they use the Internet to
obtain news information. The lawyer should therefore note the
mission statement or goals of the website visited. Examining
the websites frequented by jurors can also indicate whether
they have been exposed to pretrial information concerning their
client or the criminal justice system in general. “Voir dire that
fails to recognize the vast amount and varied content of
information to which potential jurors may be exposed on-line
will not adequately ensure the selection of an impartial jury.”?

The Mu'Min v. Virginia®® case provides an example of an
attorney attempting to learn what potential jurors knew about
his client from information found online. The petitioner
murdered a woman after he escaped from a prison work detail.
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During his trial, Mu'Min submitted 64 proposed voir dire
questions to the trial judge. Some required questioning on the
content of news stories that jurors might have read regarding
his case. Petitioner argued that his rights were violated when
the trial judge refused to question prospective jurors about the
specific contents of reports to which they had been exposed.
The United States Supreme Court held that the Constitution
does not require voir dire inquiries into the specific content of
pretrial publicity to which a potential juror has been
subjected.?’ It does, however, allow for the ability of defense
counsel to inquire as to what forums the juror was exposed to,
which includes online mediums. The task of uncovering
specific information viewed is the responsibility of defense
counsel; not the court. This statement makes online juror
investigation essential.

B. To Select Prospective Jurors that are Sympathetic
Towards Your Client

One of the attorney’s objectives is to determine if the
potential juror would be one that is more favorable to their
client’s position. Clues are therefore used to fathom how that
individual might vote during deliberations. These clues were
formally solely based on questionnaires, voir dire responses
and hunches. The Internet now allows jurists to base these
assessments on more concrete data. For instance, a pretrial
Internet search revealed a potential juror’s membership in a
claustrophobics support group. This caused one attorney to
select that person for a products liability case. The claim
involved an allegation that the plaintiff was injured after he
was forced to clean a machine in a confined space. With this
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juror as the jury foreperson, a verdict was rendered in favor of
the plaintiff.”®

C. To Confirm the Accuracy of Information Provided
by Prospective Jurors

Another advantage of conducting online juror investigation
is its usefulness in confirming the accuracy of information
included on questionnaires and during voir dire. It helps in
discovering omitted information or occasions when someone
simply lies. During the 2005 corruption trial of former Illinois
Governor George Ryan, Chicago Tribune reporters discovered
such deceit during the eighth day of deliberations. The Internet
search revealed that two jurors had lied about prior criminal
convictions. Both were convicted felons but each provided
answers to the contrary on their questionnaires. Convicted
felons are prohibited from serving on Federal cases. The court
substituted alternate jurors during deliberations. Ryan was
found guilty and sentenced to six and a half years in prison.?
“Once jurors realize that many of their voir dire answers can be
verified online, they will likely be more truthful or request
dismissal from the case.”*

While conducting online searches, an attorney must keep in
mind that, “...there are a number people who post who they
want to be, as opposed to who they are.” ** There may also be
many people online with the same or similar names. Finally,
posted information may be inaccurate. It is therefore important
that all potential data found online be verified.

D. To Competently Represent a Client
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“A lawyer shall provide competent representation to a
client. Competent representation requires the legal knowledge,
skill, thoroughness and preparation reasonably necessary for
the representation.”*? Does this mean that attorneys have a
duty to conduct online research of potential jurors in order to
be considered competent?® This question is answered by
reviewing the Rules of Professional Conduct. It states that,
“Competent handling of a particular matter includes inquiry
into and analysis of the factual and legal elements of the
problem, and use of methods and procedures meeting the
standards of competent practitioners.”** Comment 6 of Rule
1.1 advises, “In order to stay abreast of changes in the law and
its practice, lawyers should have a basic understanding of
technology’s benefits and risks.”* A lawyer's competence,
moreover, includes awareness of technological developments
that may affect the practice of law.*® Commentators have also
suggested that Rule 1.3 regarding diligence, may require
counsel to investigate opposing parties and witnesses through
social media sources as a matter of due diligence as well.>” An
attorney who fails to use technology to investigate potential
jurors does his client a disservice. The accessibility of
information online does not make searching for this
information an option, but an obligation.

V. ATTORNEY PRETRIAL USE OF SOCIAL MEDIA TO
INVESTIGATE POTENTIAL JURORS

The Internet is used to conduct legal research as well as a
fact- finding mission to uncover important data for evaluation
in the practice of law. “[A]nalysis of social media to conduct
investigations of potential jurors can yield important
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information.”*® It is imperative that an attorney investigate a
venireman before and during the voir dire stage of the criminal
justice process. Preparation is the key, and therefore it is wise
to scrutinize would-be jurors as soon as the court provides their
names and their responses to questionnaires. An online
investigation begins with the use of several search engines. An
individual’s name is typed in the search window of a site such
as Google, Bing, MSN, or Yahoo. Once the enter key is hit, a
variety of related information is retrieved. Web sites, like
Facebook, Twitter, LinkedlIn, Instagram, Blogger and Pinterest,
which contain the potential jurors’ name as well as images, are
located; provided that their privacy setting is disabled. Users
often indicate their favorite television shows, books, movies,
genre of music, and other interests on social network sites.
Forums for denoting religious and political views and
association memberships are also available. Facebook enables
one to learn of individual’s web screen names, relatives, people
they admire and events they have attended or plan on
attending. Social Networks allow users the ability to express
themselves by posting videos, photos and articles found on
other web pages. They can specify likes and dislikes by simply
providing comments or opinions. These posts provide insight
into a juror’s experiences and ways of thinking. Most
importantly, viewpoints can be gleaned from what is posted
and shared with others.

VI. ATTORNEY USE OF SOCIAL MEDIA TO
INVESTIGATE SITTING JURORS

Internet-based investigations do not end once a case begins.
Monitoring jurors’ social networking pages during the trial and
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deliberations is a wise strategy. Doing so may alert the
attorneys to instances of misbehavior. Statements posted by
sitting jurors on social media websites can give rise to
misconduct and the denial of the defendant’s right to an
impartial jury, thereby resulting in the possibilities of mistrials,
motions to dismiss, and motions for new trials.*® For this
reason, lawyers should continue to monitor jurors for the
duration of the litigation.*® This is achieved by constant
review of a juror’s social network page, blog, etc. for
inappropriate conduct.

Such monitoring took place in the U.S. v. Fumo** case.
There it was learned that while Eric Wuest was a sitting juror
he was posting statements about a case on Facebook and
Twitter. After reviewing Wuest’s online comments, the court
held that they were innocuous and provided no information
about the trial, much less his thoughts on the trial. Therefore,
his postings did not cause a mistrial. His words were
characterized as harmless ramblings having no prejudicial
effect and were virtually meaningless. Wuest raised no specific
facts dealing with the trial, and nothing in these comments
indicated any disposition toward anyone involved in the
suit.”*? In contrast, Juror Hadley Jons did make such remarks
while hearing a Michigan criminal case. Jons was removed
from service after a social media search discovered that she
posted, “[A]ctually excited for jury duty tomorrow. It’s gonna
be fun to tell the defendant they’re GUILTY.:P.” on her
Facebook page.*
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VII. ATTORNEY USE OF SOCIAL MEDIA TO
INVESTIGATE RELEASED JURORS AFTER A VERDICT
HAS BEEN RENDERED

In addition to conducting online juror searches before and
during trial, it is also imperative that similar searches be
conducted after a verdict is rendered as well. Some forms of
juror misconduct can be the basis of new trials but it must first
be uncovered. In some cases, vital information about a juror’s
behavior while sitting on a case may not be available until after
a trial has concluded.

Retrials can be avoided if jurors are honest in their
responses to questionnaires and during the voir dire phase.
However, accountability does not stop here. The onus is also
on counsel to conduct thorough investigations in spite of a
belief that a juror has been candid. “‘[i]f prospective jurors are
better scrutinized during voir dire, [it is] more likely .. .to .....
avoid a mistrial.” ** The time and effort invested in the Sluss v.
Commonwealth of Kentucky “*° case could have been avoided if
the jurors were honest and if counsel had conducted social
media searches prior to the trial. Appellant was convicted and
sentenced to life in prison after crashing his truck into an SUV
carrying Destiny Brewer, who died as a result of her injuries.
Sluss requested a new trial after conducting a social media
search that discovered that two jurors were Facebook friends
with Brewer’s mother during trial, and made
misrepresentations during voir dire. Evidence suggested that
jurors, Virginia Matthews and Amy Sparkman—Haney, were
“friends” with April Brewer on Facebook during the trial. This,
despite their assurances that they did not know the victim or
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her family. Virginia Matthews also stated that she did not use
Facebook.*®  The court remanded the case to conduct a
hearing to determine if the jurors provided false information
during voir dire, and the extent of their relationship with April
Brewer. At the conclusion of the hearing it would determine
whether the jurors should have been excused from hearing the
matter. If so, it would set aside the verdict.*’ This trial could
have taken place with other jurors had Matthews and
Sparkman—Haney been honest, and if counsel had conducted a
thorough online search before and during trial.

VIl JUDICIAL ATTITUDES TOWARDS ELECTRONIC
JUROR INVESTIGATION

Attitudes toward conducting Internet juror research vary.
Some judges argue that Internet use interferes with the trial
process. However, attorneys contend that it is pivotal to jury
selection.*® Jurisdictions, courthouses, and even individual
courtrooms have conflicting policies on use the use of
electronic devices for juror investigation. Each judge in state
and federal court may set different policies.*® There are no
iron-clad rules about the use of social media research during
voir dire or any other stage of the trial process.*

A. Against Use

Electronic juror investigating during voir dire was a major
issue in the Carino v. Muenzen case.”® Here, the plaintiff
appealed after the dismissal of his medical malpractice lawsuit.
During voir dire, Carino’s lawyer attempted to use his laptop to
investigate potential jurors. Defense counsel objected and the
court sustained the objection, thereby halting the search. It
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reasoned that the ability to conduct the Internet investigation
provided plaintiff’s counsel with an unfair advantage over the
defendant’s attorney.®* The jury ruled in favor of the defense
and the plaintiff appealed. While the appellate court affirmed
the lower court's holding, it nonetheless found that Carino’s
counsel should have been allowed to conduct juror research on
his computer. It concluded, “Despite the deference we
normally show a judge’s discretion in controlling the
courtroom, we are constrained in this case to conclude that the
judge acted unreasonably in preventing use of the internet by
Joseph’s counsel. There was no suggestion that counsel's use of
the computer was in any way disruptive.”>?

Judges in other cases have taken this stance as well. District
Judge David Coar banned all electronic searches of prospective
jurors in the corruption trial of former Chicago mayoral aide
Robert Sorich and codefendant Tim McCarthy in 2006.%*

B. In Favor of Use

Conversely, other courts have observed that counsel has an
affirmative obligation to review publicly available information
about potential jurors. Some courts consider juror
investigation a mandate. In Johnson v. McCullough,> juror
Mims failed to divulge that she was at various times, a party to
several litigation actions during voir dire. A subsequent
investigation revealed the nondisclosure after the verdict in
favor of the defendant. The trial court found that Mims’
nondisclosure was intentional, and therefore presumed bias and
prejudice. The verdict was set aside and a new trial ordered.
While the court held that the juror acted improperly, it also
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noted that litigants should attempt to prevent retrials by
completing investigations early in the process. It indicated that
a party must use reasonable efforts to examine jurors selected
but not empanelled, and present to the trial court any relevant
information prior to trial.*®

C. Attorneys Must Divulge Information Found

Does an attorney have an obligation to provide the court
with the results of its searches of would-be jurors? According
to United States v. Daugerdas, et al.,*” -the answer is yes.
Here, defendants moved for a new trial claiming juror
misconduct on behalf of Catherine M. Conrad. During voir
dire, Conrad was asked about the highest level of education she
had attained. She responded that she had a BA in English
literature and classics. She also stated that she did not work
outside the home but was a stay-at-home wife. Finally, she had
specified that she lived in Westchester County all of her life.*®
All this information was false. Conrad had lied extensively
about her educational, personal, and professional background;
including failing to disclose her legal education, her suspension
from practicing law, and her extensive criminal background.
Much of this information was discovered by the attorneys for
defendant, David K. Parse. “....prior to voir dire, Brune &
Richard had conducted a Google search of the terms
“Catherine Conrad” and “New York” and discovered the 2010
Suspension Order, suspending a Catherine M. Conrad from the
practice of law.”*® However, they never divulged this
information to the court. The firm conducted further research
on Conrad during the course of the trial, and determined that
she had also lied about other information provided during voir
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dire. It never divulged this information to the court either. The
court granted new trials to all defendants except Parse. It found
that according to Parse’s attorneys’ investigation, they knew or
should have known that Conrad had lied during voir dire. It
held that Brune & Richard should have advised the court of the
results of its search. Their failure to bring misconduct to the
court’s attention tainted the integrity of the proceedings. It also
waived Parse’s right to challenge the partiality of the jury
based on juror misconduct.®

IX. ETHICAL CONSIDERATIONS - EX PARTE CONTACT
WITH JURORS

A lawyer may read public postings on jurors’ social media
pages before and during trial. However, professional and
ethical standards regarding the access and use of social media
must be adhered to. This means that counsel must be armed
with knowledge of the mechanics of any social media service
or website used. Failure to be adequately equipped with
knowledge of site could result in inadvertent prohibited
communication with jurors. This type of communication
occurs when a juror is aware that an attorney has viewed his
social network page or profile, even though no actual dialogue
was initiated.®* Ethical rules forbid the ex parte
communication between attorneys and jurors. It states that, “A
lawyer shall not:

(a) seek to influence a judge, juror, prospective juror or
other official by means prohibited by law;
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(b) communicate ex parte with such a person during the
proceeding unless authorized to do so by law or court
order;

(c) communicate with a juror or prospective juror after
discharge of the jury if:

(1) the communication is prohibited by law or court
order;

This means that an attorney may only monitor social
networking accounts passively. They may not “friend,”
“tweet,” “follow,” or subscribe to their Twitter or YouTube
feeds or channels, view them on LinkedIn (since it
automatically notifies a user when someone looks at their
profile, with no other action by the user viewing the
information),®® message or email venire persons.

Lawyers cannot access information by getting around any
privacy blocks the juror has put in place. They may only view
that which has been put on public display.®* This rule may not
be circumvented by having another person “friend” a juror.
“For example, a lawyer who hires a private investigator to
“friend” a witness whose profile is generally private may
violate ethical rules unless the investigator clearly discloses an
affiliation with the lawyer.”®® “In 2011, disciplinary
proceedings were initiated against two New Jersey litigators
whose paralegal friended a represented plaintiff.”® An attorney
may not make misrepresentations to obtain information that
would otherwise not be obtainable: “In the course of
representing a client a lawyer shall not knowingly: (a) make a
false statement of material fact or law to a third person.”®’
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X. CONCLUSION

Attorneys cannot disregard the fact that the Internet
provides a means of zealously representing a client. Many are
relying on it to research prospective jurors and gain an
advantage at trial.®® It behooves lawyers to take advantage of
the opportunity to go the extra mile when engaged in litigation.
Lawyers have the authority to perform online investigations
and monitor jurors. Bar Associations and the Model Rules
agree that this practice is mandatory if one is to competently
represent their client. “[A]ttorneys who understand how social
media can help or hurt their clients and have well-defined plans
for tackling social media issues, will be in the best position to
successfully advocate for their clients.”®® “In the end,
however, the net result of this use of research on jurors to
select an unbiased jury may be the creation of a balanced
panel.”™
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